
C A S E  S T U D Y

ETPS (Electronic Test  & Power Systems)  is  a  company that  special ises in  programmable power
instruments commonly used for  research and performance test ing of  c lean technologies .
Given their  posit ion within the clean research sector ,  ETPS felt  i t  was only  logical  to
implement a formal  EMS (Environmental  Management System) and obtain ISO 14001
cert i f icat ion .
 
Since implementing ISO 14001,  ETPS has experienced a range of  benef its .  One major  benef it
is  that  many purchasing organisat ions now require suppl iers  to have ISO 14001 cert i f icat ion
as standard protocol .  As a result ,  when asked i f  they comply with the standard,  ETPS can now
simply provide their  cert i f icate ,  rather than f i l l ing out  mult iple forms and answering a range
of  quest ions to provide evidence that  they meet the buying organisat ion’s  suppl ier  cr iter ia .
This  saves the company a s ignif icant amount of  t ime over a number of  years .  

In  addit ion ,  having ISO 14001 cert i f icat ion reinforces ETPS 's  commitment to r igorous qual i ty
standards to customers who demand the highest  qual i ty .  The company works with many of  the
world 's  leading technology brands,  providing them with the tools  to innovate .  With ISO 14001
accreditat ion ,  ETPS can provide added assurance to these customers that  they are committed
to environmental  sustainabi l i ty  and responsible business pract ices .  

When asked what advice they would give to other organisat ions considering implementing ISO
14001,  ETPS emphasised the importance of  creat ing a management system that streamlines
company processes .  Instead of  s imply checking boxes to achieve compliance,  companies
should use the process as an opportunity  to assess exist ing systems at  every point  and ask,
"can we do this  better?"  By chal lenging exist ing processes and str iv ing for  continuous
improvement ,  companies can reap the ful l  benef its  of  ISO 14001 cert i f icat ion and achieve a
more eff ic ient  and sustainable business model .  
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•A.8.16 - Monitoring activities

I t  is  immensely important for  organisat ions to promote a proactive approach to monitor ing and ensure that  i t  a ims to prevent incidents before they
happen,  and works in  conjunction with react ive efforts  to form an end-to-end information security  and incident resolut ion strategy that  t icks every box

•A.8.23 - Web fi ltering

This  control  is  a  preventive type of  control  that  requires organisat ions to put  in  place appropriate access controls  and measures to prevent access to
mal ic ious content on external  websites .

•A.8.28 - Secure coding

Requires organisat ions to establ ish and implement organisat ion-wide processes/procedures that  cover secure coding that  appl ies to both software
products obtained from external  part ies and to open-source software components .  I t  must also keep up to date with ever changing real-world security
threats and with the most up-to-date information on known or  potential  software security  vulnerabi l i t ies .  This  wi l l  help organisat ions to improve and
implement robust  secure software coding pr inciples that  are effect ive against  evolv ing cyber threats .

Organizational controls (clause 5)

People controls (clause 6)

Physical controls (clause 7)

Technological controls (clause 8)
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Classify  data in  l ine with recognised industry standards (PI I ,  commercial  data ,  product information) ,  in  order to assign varying r isk levels  across
the board.

Closely  monitor  known data channels  that  are heavi ly  ut i l ised and prone to leakage (e .g .  emai ls ,  internal  and external  f i le  transfers ,  USB devices) .

In it iat ive-taking measures to prevent data from being leaked,  through st icked f i le  permissions and adequate authorisat ion techniques .

Restr ict  a  user ’s  abi l i ty  to copy and paste data (where appl icable)  to  and from specif ic  platforms and systems.

Require authorisat ion from the data owner pr ior  to any mass exports  being carr ied out .

Consider managing or  preventing users from taking screenshots or  photographing monitors that  display protected data types .

Encrypt backups that  contain sensit ive information.

Formulate gateway security  measures and leakage prevention measures that  safeguard against  external  factors such as (but  not  l imited to)
industr ia l  espionage,  sabotage,  commercial  interference,  and/or IP theft .

•A.8.12 Data leakage prevention

Organisation’s need to: -

The 27001-2013 version has 14 sections that detailed the 114 controls 
and these have been changed in the 27001-2022 standards to the 4 

sections below. 


